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ABSTRACT ARTICLE INFO

In these age of technology there are lots of issues in internet security and privacy. Usage Article History

of internet has been rising day by day in travelling, E-Commerce site, social media, s aath

banking, study etc. But users often face the problems with the privacy of the network Received: 267 May 2019
system and private data. To adapt this raise in application and data complexity, web Received in revised form :
services have moved to a multi-tiered design where in the web server runs the 26" May 2019
application front-end logic and data is outsourced to a database or file server. Intrusion y

Detection System plays a key role in computer security technique. But it also has Accepted: 28" May 2019
disadvantages of its own. To overbear those defects, Dual Security technique is . .
introduced based on ecommerce application. We carry out dual security using MD5 P ublished online :
algorithm and hashing function, with web server of windows 7 ultimate and My SQL 29" May 2019
Server. We perform those models the network behavior of user sessions across both the

front-end web server and the back-end database. Implementing system administering

both web and consequent database needs. Most of the people do their transaction

through web use. So there are chances of personal figures gets hacked then prevention

must provides more refuge for both web server and database server. For that reason

dual security system is used. The dual security system is used to recognize & prevent

attacks using Intrusion detection system. Dual security prevents attacks and prevents

user account data from illegal updating from his/her account.

Index Terms- Dual Security, Multi-tier design, Intrusion detection system.

the system users for system administrator. It It may lead to
destroy company’s brand and its reputation.

A large amount of the IDS examine the attack
individually on web server and database server. In order to
defend multi-tiered web services, Intrusion Detection

I. INTRODUCTION

Database is a key module for every organization.
But to accumulate data in database is not enough for any
organization, since they have to deal with all problems

related to database, from which one of the main issue is
database security. We deals with the basic approach that
determines whether data stored in database is modified or
not. illegal user observe or try to modify the data in the
databases but any business cann’t afford the risk. The
popularity of Web services and applications has been
increasing with increase in their complexity. Most of the
online activity are done and directly reliable on web. Web
services are being attacked easily. The data of backend
server is attack by the attacker which provides the useful
and important information with the help of front end attack.
Data leakage is the big problem for industries & different
institutes. It is difficult task to find out data leaker among
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System is needed.

The MD5  algorithm use hash ~ function which
produce 128-bit hash value. Initially MD5 algorithm was
used as a cryptographic hash function, but later it has been
found to experience from voluminous vulnerabilities. Still it
can be used as a checksum to verify data integrity, but only
against unintentional corruption.

SQL injection is acode injection technique.it is
used to attack data-driven applications, in which any
nefarious SQL statements are inserted into an entry field for
implementation (e.g. to dump the database contents to the
attacker). SQL injection must utilize a security
vulnerability in an application's software. Structural query
language injection is mostly recognise as an
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attack vector for websites but can be used to attack any type
of SQL database.

SQL injection attacks allow attackers to skit
identity, modify with live data, cause denial of issues, allow
the complete revelation of all data on the system, demolish
the data or create it otherwise unavailable.

These system provide intrusion detection on static
and dynamic web pages. Not only these system creating
Session ID’s for each user containing the web front
end[HTTP] and back end[SQL server] but also construct it
able to prevent those intrusions from attacking the web
pages and it should be able to find out the perpetrator

1. LITERATURE SURVEY

Paper Name: New Publicly Verifiable Databases with
Efficient Updates

Author Name: X. Chen, J. Li, X. Huang, J. Ma, and W. Lou,
Year: 2015

Summary:

An author has developed a model which intent of verifiable
database (VDB) enables a resource-constrained client to
safely outsource a very huge database to an untrusted server
so that it could later recover a database record and revise it
by assigning a new value. Also, any attempt by the server to
alter the data will be detected by the client. Author proposes
a new VDB structure from vector promise based on the idea
of commitment binding. The construction is not only open
provable but also secure under the FAU attack. Furthermore,
he proves that our construction can accomplish the desired
security properties.

Paper Name: Detecting and Preventing Intrusions In Multi-
tier Web Applications

Author Name: Ekta Naik, Ramesh Kagalkar

Year: 2014

Summary:

In this paper, author proposes implemented dual security
using l1S(internet information and service manager ). In
associate with training sessions and functionality coverage it
measures the restrictions of any multitier Intrusion detection
system. They are implementing the avoidance techniques
for attacks. They are also seeking IP Address of intruder. A
network Intrusion Detection System (IDS) can be classified
into two types: anomaly detection and misuse detection.
First Anomaly finding requires the IDS to define and
characterize the correct and acceptable static form and
dynamic behaviour of the system, which can then be used to
detect abnormal changes or inconsistent behaviour.

Paper Name: Privacy, security, and trust issues arising from
cloud computing.

Author Name: S. Pearson and A. Benameur.

Year: 2010

Summary:

Cloud computing is an best pattern for large scale
Infrastructures. It has the advantage that it reduce cost by
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distribution computing and storage resources, collective
with an on-require provisioning mechanism relying on a
pay-per-use business model. These new features have a
direct impact on the budgeting of IT budgeting but also
affect traditional security, trust and privacy mechanisms.
Many of these mechanisms are no longer satisfactory, but
need to be rethought to fit this new paradigm. In this paper
he evaluate how security, trust and privacy issues occur in
the context of cloud computing and discuss ways in which
they may be addressed.

I1l. PROPOSED SYSTEM

Many Systems are providing one way security for the web
applications protecting a web application in terms of
interface and at database end with proper recovering options
is best fraction of the system The proposed system designs
idea in breakdown model to

evaluate security of the web applications along with its
database in every step.

Module Explanation:

User Module:

User can permit login access. He can modernize all private
information. He also can give authority to generated secure
encryption process.

Sales Department:
Sales division work as a hacker. Here hacker modify the
database value of any product without authentication.

Admin Module:

Admin is the authorized person, he check all the user
activity records as well as profile. He also watch the
tempering on changing the values from data base.

Advantages:

1. The proposed system provides authencation.
2. It also prevents hacking.

4. The system prevents identity theft.

IV. DESIGN & IMPLEMENTATION
CONSTRAINT

e User must be authorized for online

authentication.

e To Temper analyses the user modification
changes.

e User has to provide details of product.

e Only valid Admin Officer can check the
modification result and generate notification.
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V. SYSTEM ARCHITECTURE [2] Ekta naik, ramesh kagalkar, “detecting and preventing
intrusions in multi-tier web applications”, international
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Fig 1. System architecture

VI. MATHEMATICAL MODEL

Function: DATABASE INTRUSION DETECTION ()

Set V:

Description
Format
symbol
V0 Get the time in seconds (T)
V1 Visit Database table for reach interval of T
V2 Get a record from the database
V3 Hash it using MD5 Algorithm
V4 Create vector of hash values
V5 Send to Notarize
Output:

VALIDATOR: (Here this module is responsible for
periodically scans the audited tables, computing the hash
values on a per transaction basis

Success Conditions: Success system when do not change
any value from database.

Failure Conditions: Our system fails when attacker get
success form data base insertion.

VII.CONCLUSION

We propose a tampering revealing system, which constructs
the model of normal behaviour for multitier web
applications from in co-operation the front end web (HTTP)
requests and back end DB (SQL) queries.
(Al
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